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= 19 neT Ha pbiHKe

" BXOAMT B PeNTUHIU KpynHenwux Ub/UT-
komnaHun (CNews, Ikcnept PA)

KOMMYHUKALUMOHHBIE TEXHO/IOrMK

" Cneumnanusauua: SIEM, VM, FW, IDS, ——CBULETE]]
aHa/In3 KoAa oy

no MTOram AeATENLHOCTH 33 2023 rof BXOAUT B CNIMCOK KPYNHEMLLMX KOMNaHWi

] P a 3 p a 6 OT K M B K ]-I I'OLI e H bl B p e e CT p W rpynn sosnac.muud)opMauuouuuxnuommyuukaf;faj)uufcf'rffionomn

poccumnckoro MO n ceptTMdnUnUpPoOBaHbI
PCTIK Poccmnmn, MmHobopoHbl Poccuum

= Co3aaTenm POCCUMNCKOUN CUCTEMDI
cepTMdmKaumm cneumannucTos no
KnbepbesonacHocTn « CCK»

uc-echelon.ru 2
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1. CoBpemeHHas knbepaTaka
2. YnpasneHue yasBUMOCTAMMU
3. MOHUTOPUHI cOBbITUM MHPOPMALLMOHHOM BE30MACHOCTH
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CoBpemeHHad kubeparaka

C6bop AaHHbIX O Uenu
CHapYKu

MoaroTtoBKa K
HanageHwuto

JlocTaBKa BpeaOHOCHbIX

NPOrpamMmHbIX
cpeacTs/aTaku
«BPYYHYIO»

OpraHusauma BHewHero
ynpasneHua

C60p AaHHbIX O Lenu
U3HYTPU

BbiasneHue u

3KcnayaTauma

YA3BMMOCTEMN,
nonyyeHme A4ocTyna

Peannsaumua
NOCTaB/NEHHbIX 334a4:
obHapyxeHue
nHPopmMaLnmM 1 T.N.

NoagpeprkaHue
Aoctyna/3auncrka
cnepos
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Reconnaissance — c6op nHbopmaumm

O LLe/IN CHapYKK

Resource Development — noarotoska
pecypcoB ANs HanageHua (Hanpumep,

pasmellueHue C2 cepBepa)

Initial Access — nepBOHaYaIbHbIN

NOCTYN

Execution — nonbITKa 3anyckKa

BpegoHocHoro 10
Persistence — opraHmnsauyms

NOCTOSAHHOrO AOCTYyNa K LleneBomn

NHPPACTPYKTYpPE

Privilege Escalation — noBbiweHne

POBHA AOCTYNa

Defense Evasion — obxoa cpeacTs

3alMTbl UHGOPMAL MK

MITRE ATT&CK (1)

MITRE ATT&CK® Navigator #

layer -
iacrion contiol e contots [ o
= = fa - v
a5 x B *EA- @6 ; X m
. Resource . . ) Privilege Credential . ral Command and
Reconnaissance  Development  Initial Acc Execution Persistence Escalation Defense Evasio Access Discovery Movement Collection Contral Exfiltration Impact
10 techniqu 7 techniques 9 techniq 12 techniques 19 techaiques 13 techniques 39 techniques 15 techniques 27 techniques 9 techniques 17 techn 16 techniques 8 techniques s
Active scanning Acquire Drive-by Command and u Abuse tlevation [l Abuse Elevation Brute Force ‘Account Discovery I exploitationof  Archive Application Automated Account Access
Infrastructure Compromise Scriptin Manipuletion ., il Control Control Mechanism Remote Collected ayer Exfillation moval
Gather Victim Host nterpreter WMechanism Credentials Application Window Services Data Protocol
Information Compromise Explait Public- BITS Jobs Access Token from Fassword ] Discovery DataTransler  Data Cestruction
Accounts Faci Contalner Access Token Manigulation stores Intermal mudio Cagture  Communication  Size Limits
Gather Victim identity Application Administration Boot or Logen Manipulation Erowser Bookmark Spearphishing Through Data Encrypted for
Informati Compromise Autostar BITS Jobs Exploitation for  Discovery Automated Removable Exfillration pact
Infrastructure. External Remote Execution 800t or Logon Credential Lateral Tool Collection Media Gver
Gather victim Network ces Deploy Container Autestart Buld Image on Host  Access Cloud Infrastructure Transter Alternative Data
Information Develop Boot or Logon Execution Discovery Clipbosrd Dat Dats otocol Manipulation
Capabilties Hardware Explotation for Initialization Deobfuscate/Decode  Forced Remots Sei Encoding
Gather Victim Org Additions Cllent Bxecution Seripts Boot or Logon Files or Information Authentication  Cloud Service Session Data from Cloud Exiltration Defacement
Infoemation Establish Initialization Dashbaard Hijacking Storage Object  Data Cver €2
Accounts Fhiching n Inter-Protess Browser Deploy Container ge Web Obfuscation Channel Disk Wipe
Phishing for Communication Extensions Credentials Cloud Service Remote
Information Obtain Replication Create or Modify [l Direct Volume Access Senvices Configuration Dynamic Exfllzation Endpoint Denial of
Capabiities Mative AP < ystem Input Aepository. Resolution Guer Other ervice
Search Closed Removable Client Software  Process Domain Policy Capture Container snd Replication 51/
Sources Media Scheduled I Binary Moxdification Resource Discovery Through Data from Encrypled Firni
Tasi/lob main Policy Wan-in-the- Remonable Infermation Channel Cormuption
search Open Technical Supply Chain Create Modification Execution Widdle Domain Trust Discovery  Media Repositories. Exiltration
atabases Compromise Shared Modules Accou Guardsals, Fallback Over Physical [ inhibit System
Escape to Host Modity File and Directory Soft Dats from Local  Channels Medi Recovery
Search Open Trusted oitware Creste or Modity Exploitation for Authentication [l Discovery Deployment System
Websites/Domains Relationship Deployment Tools ~ System Event Triggered  [i| Defense Evasion Process Tools Ingress Toal Exfillration Metwork Denial of
se Owned valid System Services File and Directory etwork Scanning Taint Shared Network Shared Service
Viebsites Accounts Event Triggered M Exploitation for Permissions Sniffing Content Drive Multi-Stage Resource Hijacking
User Execution Execution Frvilege Modification Network Share. Channels Scheduled
Escalation 05 Credentisl [ Discovery Dats from Transfer Senice Stop
\ Extemal Remote Hide Artifacts Dumping I Remavable Nen-Application
Management Services Hijack Execution Metwork Sniffing edia LayerFrolocol  Transfer Data  System
INStrumentation Hijack Execution steal o Cloud Shutdowny/Reboot
Hijack Execution I Flow Application Password Folicy Dats Staged Non-Standard  Account
Fow Process Access Toxen  Discovery Port
injection Impair Defenses Email
Implant Internal steal or Forge [ Feripheral Device Collection Protocol
Image Scheduled Indicator Removal an i Kerberos lscovery Tunneling
Task/lob Host Tickets Input
Modify Permission Groups Capture Py
Authentication valid Indirect Command Steal Web Discovery
Process Accounts Execution Session Cookie WMan in the Remote Access
Process Discovery Browser Sof
office Application Masquerading Two-Factor
artup Autheniication  Guery Registry Man-in-the- Traffic
Madify Authentication [} interception Middle Signaiing
Fre-0S Boot Process Remote System
Unsecured Discovery reen Captu Web Service,
Scheduled Modify Cloud Compute fif Credentials I
Task/iob. Infrastructure Software Discovery I Videa Capture
Server Software iy Registry Systemn Information
Companent 1 Discovery ~ legend
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10.

11.

12.

13.

14.

Credential Access — nosyyeHue
A0CTyMa C NOMOLLbIO AEUCTBYIOLINX
YYETHbIX 3anncemn

Discovery — cbop nHpopmaumm o
Lenm U3HyTpu

Lateral Movement — nepemeueHmne
BHYTPU UueneBon NT-nHOpaCcTpyKTypbI

Collection — cbop nHTepecyrowmnx
NAHHbIX

Command and Control — opraHusaums
BHELWHEero ynpasaeHus

Exfiltration — nepeaaya
NHTEPECYIOLWMX AaHHbIX BOBHE

Impact — pa3pywatouiee BO3aeNCTBME
Ha UT-uHdpacTpyKTypy

MITRE ATTRCK (2)

TaKkTU4yecKasn
3ajava (TakTuKa):
pa3BekKa

e

fpynna npuemos
(rexHuK):

cbop AaHHbIX,
NAEHTUOULMPYIOLLNX
uenb

Reconnaissance
10 techniques

Active Scanning 0/2)
Gather Victim Host

Information (0/4)

Credentials

Gather Victim Identity

. Email Addresses
Information 0/3)

Employee Nam\

Gather Victim

Network

Information (0/6)

Gather Victim Org TexHuka:
Information , , c6op MMeH
Phishing for COTpyaHUKOB

Information ©/3)
Search Closed

Sources 0/2)

Search Open Technical
Databases /5)
Search Open
Websites/Domains ©0/2)
Search Victim-Owned
Websites

uc-echelon.ru 7



HHCTDYMEHTapUW HanaAaloLuX

@ 0O 0O

CneumanbHo pa3paboTaHHoe XaKepcKune yTuanTbl € VIUAUTS
BpeOHOCHOE NPOrpaMmHoOE OTKPbITbIM UCXOAHbIM OnepaLyoHHOM
obecneyeHue KO4O0oM CUCTeMbl

uc-echelon.ru 8
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Halwa 3aaaua o0HaNY:RMBaTh YA3BUMOCTM A
Kdk 310 CACNAI0T 3NOYMbILLNEGCHHUKN

0 TOI0,




AprymeHT npotus UM:
CNO:KHO U HENOHATHO
!




1. [na opraHnsaumnm npouecca
yrnpasnaeHna yasBMmoCTAMU
HY*KEH TOJIbKO «TAMXKEeNbIN»
NHCTPYMEHTAPUMN.

2. CKaHupoBaTb HYXKHO He
NOCTOAHHO, a pa3 B mecAall.

3. [lpuopntnsnposaTtb
YA3BUMOCTU HY OYEHb C/I0XKHO.




PykoBoAcTBO 0T ®CTIK Poccum

«METOAMYECKUI IOKYMEHT PYKOBOZCTBO
MO OPTAHM3ALLMM MPOLLECCA YMPABJIEHUS
YA3BMMOCTAMM B OPTAHE (OPTAHM3ALMN)»

= [1nA Koro:
" rOCY4apCTBEHHbIX OPraHoOB -
. O p ra H M 3 a I—L M l\/‘] ’ B TO N\ q M Cn e Cy 6-be KTO B K M M 1O OPIAHH3ALLMH IIPOIIEZ)(;!\(-'R%F:‘;I;:\TB?EHIISI YHAIBUMOCTAMI B

= [1nA yero:

" Co3/aHMe OCHOBbI A/ pPa3paboTKu AeTanbHbIX
PernamMmeHToB M CTaHAAPTOB MO YNPaBAEHUIO
YA3BMMOCTSIMM C Y4€TOM 0cObeHHOoCTEMN
GYHKLUMOHMPOBAHUA OPraHoB (opraHnsaumni) mn
OpraHu3aumna B3auMoaeNCTBUA MeXay
CTPYKTYPHbIMM Noapa3ae/ieHNAMN OpPraHoB
(opraHusauui) no Bonpocam yCcTpPaHEeHUs
YA3BUMOCTEM

uc-echelon.ru 12



LMK ynpaBnesna yaseumocTamm

1. MOHUTOPUHT

5. KoHTponb o
YA3BMMOCTEN U
yCTpaHeHus
o OUEeHKa uXx
YA3BMMOCTEN

2. OueHka
YS3BMMOCTEMN

4. YcTpaHeHune
YA3BMMOCTEMN

3.0npepgeneHune
MeTOA08B 1
npUopuTETOB
yCTpaHeHus
YyA3BMMOCTEMN

uc-echelon.ru 13



LMK ynpaBnesna yaseumocTamm

1. MOHUTOPUHT

5. KoHTponb o
YA3BMMOCTEN U
yCTpaHeHus
o OUEeHKa uXx
YA3BMMOCTEN
NPUMEHMMOCTHU
Camoe BakHoOe -
\ 4
UMETb HaACHKHbIN,
\ 4 \ 4
4. Yetparenme 2. Oueika nNocTou U IMOKUK

yA3BMMOCTEMN yA3BMMOCTEMN

B UCNONb30BAHUN
MHCTNYMEHT Ang
BbiABNEHUA
VA3BMMOCTEH.

3.0npepgeneHune
MeTOA08B 1
npUopuTETOB
yCTpaHeHus
YyA3BMMOCTEMN

uc-echelon.ru 14



C nomouublo CKaHepoB
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TexHonorvga pyyHoro nouckKa
VA3BMMOCTEM

f Q. apache http server 2.2 8 vulnerabilities =
Mowck B Google MHe noeezéT!

Ap a C h e HTT P Se rve rD Apache » Http Server » 2.2.8 : Security Vulnerabilities (Execute Code)

348 8T &N
Sort Results By : CVE Number Descending CVE Number Ascending CVSS Score Descending Number Of Exploits Descending

(=

Copy Results Download Results
# CVE ID CWEID #of Exploits Vulnerability Type(s) Publish Date Update Date Score Gained Access Level Access Complexity Authentication Conf. Integ. Avail.
1 CVE-2013-1862 310 Exec Code 2013-06-10 2017-09-18 L5 & None Remote High Not required Partial Partial Partial

mod_rewrite.c in the mod_rewrite module in the Apache HTTP Server 2.2.x before 2.2.25 writes data to a log file without sanitizing non-printable characters, which might allow remote
attackers to execute arbitrary commands via an HTTP request containing an escape sequence for a terminal emulator.

2 CVE-2010-0425 Exec Code 2010-03-05 2018-10-30 [N None Remote  Low Not required Complete Complete Complete
modules/arch/win32/mod_isapi.c in mod_isapi in the Apache HTTP Server 2.0.37 through 2.0.63, 2.2.0 through 2.2.14, and 2.3.x before 2.3.7, when running on Windows, does not ensure that
request processing is complete before calling isapi_unload for an ISAPI .dIl module, which allows remote attackers to execute arbitrary code via unspecified vectors related to a crafted request,

a reset packet, and "orphaned callback pointers.”

Total number of vulnerabilities : 2 Page : 1 (This Page)

uc-echelon.ru 16



NlenBbid CKaHen YA3BMMOCTEH

u Peﬂ VI3 _nepBOrQ (;Ka He.pa yﬂ3BMMOCTel‘;I SATAN Internet Security for System Adminisirators
(Security Administration Tool) coctosinca 8 5 anpens
1995

" TUnbl YA3BUMOCTEN, KOTOPble OH OBHaPY»KUBan:

= ®dannosbie cuctembl NFS, skcnopTupyembie Ha
NPOWN3BOJIbHbIE XOCTbl

= dannosble cuctembl NFS, skcnopTupyembie B
HenpuBUIerMpoBaHHbIE NPOrPamMmmbl

= ®dannosbie cuctembl NFS, akcnoptupyembie yepes
portmapper

= Nloctyn K ¢parnam ¢ naponamu NIS ¢ npon3BoO/IbHbIX
XOCTOB

= Crapble (1.e. oo Bepcumn 8.6.10) Bepcun sendmail

= Jloctyn K REXD ¢ npon3BO/IbHbIX XOCTOB

= OTK/IIOYEH KOHTPOJIb A0CTYNA K X-cepBepy

" NOCTYN K NPOW3BOJIbHbIM ¢paniam vyepe3 TFTP

" yAaNeHHbIN AO0CTYN K 060/104Ke C NPON3BO/IbHbIX XOCTOB
" [OCTYMNHbIX ANA 3aNUCU AOMALUHWNIA KaTaslor aHOHMMHOTO

Protecting Networks with

0 RElLLY" Mantin Fross

® HanwucaH Ha Perl n shell-ckpunTax

Cant: http://www.porcupine.org/satan/ uc-echelon.ru 17




JaMYyCK CKPUNTOB ANd NNOBENOK

A0 CHX NOP NPUMEHACTCA

script_set_attribute(attribute:"exploit_available", value:"true"
script_cwe_id(79, 399);

script_set_attribute(attribute:"plugin_publication_date", value:"2068/62/20");
script_set_attribute(attribute:"vuln_publication_date”, value:"2007/11/14"):

script_set_attribute(attribute:"plugin_type", value:"remote");
script_set_attribute(attribute:"cpe”, value:"cpe:/a:apache:http_server");
script_end_attributes();

e S S u S Att a ‘ k script_category(ACT_GATHER_INFO);
script_family(english:"Web Servers");

script_copyright(english:"This script is Copyright (C) 2008-2018 Tenable Network Security, Inc.

L] L]
script_dependencies("apache_http_version.nasl");
script_require_keys("installed_sw/Apache”);
script_require_ports("Services/www", 80);

exit(e);

e

nclude( "install_func.inc");
get_install_count(app_name:"Apache", exit_if_zero:TRUE);

port = get_http_port(default:80);
install = get_single_install(app_name:"Apache", port:port, exit_:

° L] °
# Check if we could get a version first, then check if it was
a C r I I n n I e ereion  oe
I I I | l version = get_kb_item_or_exit('www/apache/'+port+'/version', exit_cede:1);

backported = get_kb_item_or_exit('www/apache/ ' +port+" /backported', exit_code:1);

_unknown_ver :TRUE) ;

if (report_paranoia < 2 && backported) audit(AUDIT_BACKPORT_SERVICE, port, "Apache");
source = get_kb_item or_exit('www/apache/ +port+'/source', exit_code:1);

Check if the version looks like either ServerTokens Major/Minor

was used
[if (version "A2(\\.2)78") exit(1, "The banner from the Apache server listening on port "+port+" - "+source+” - is not granular enough to make a determination.");
[if (version \d+(\.\d+)*$") exit(1, "The version of Apache listening on port " + port + " - " + version + " - is non-numeric and, therefore, cannot be used to make a determina
[if (version "A2\\.2' && ver_compare(ver:version, fix:'2.2.8') -1)

set_kb_item(name:"www/"+port+"/XSS", value:TRUE);
if (report_verbosity > @)
{
report =
"\n Version source ' + source +
"\n 1Installed version
"\n Fixed version
security_warning

Tekcr ¥ LLupiHa Tabynaymm: 8 ¥ ctp115,cm6a v BeT

uc-echelon.ru 18




linobnembl CKPUNTOBOIOD
noaxoaa

=" Hy>XHO noaaepXnBaTb HECKO/IbKO
NeCATKOB TbICAY NJ1IarMHOB/CKPUNTOB,
BblABNAOLWMNX YA3BUMOCTMN.

= CKaHMpPOBaHME OAHOTO Yy3/1a MOXKeT
3aHUMaTb AECATKU MUHYT.

uc-echelon.ru 19



CoBneMeHHbIM MoANOA:
MCNonb30BaHNe arperMnoBaHHoN

6a3bl AaHHbIX YA3BUMOCTEH

= 51Y OCTIK Poccum

= NIST National Vulnerability Database
" ba3a obHoBneHMn Windows

=" RHEL/CentOS Security Data

= Ubuntu CVE Tracker

» Debian GNU/Linux Security Bug Tracker

uc-echelon.ru 20



e v o sepanam | ScAP (VAL

CKOpOCTb BbIMycCKa Bbicokan CpepHan CpepHan
0bHOBIEHMN

[MloNHOTa NOKPbLITUA BbicOKas CpepHan CpepHan
YA3BUMOCTEMN

BO3MOXHOCTb [a Het [a
CeTeBoro

CKaHWpoBaHMA be3
y4YeTHOM 3anuncu

BO3MOXHOCTb [a [a [a
ceTeBoro

CKAQHMPOBAHUA C

YYETHOM 3aMnnUChbto

uc-echelon.ru
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3AAAUYN AKTUBbI

InaBHaA / Cnucok 3aaay / HoBaA 3afava

HoBas 3apava

WccnepoBanue cetu

CKaHWpOBaHUe CETEBbIX Y3/I0B U
cepeucoB, uaeHTUpMKauus OC u
NPUNOXKEHNUA, TPACCUPOBKA CETEBbIX
MapLpyTOB /1A MOCTPOEHUA TOMONOTHM
cetu

3agaun KapTel cetn VIHCTpYMEHTBI AAMUHUCTPUPOBaHUE

BEE
Ee
i)

5t
T,

)

)

VHBeHTapu3auus

Vcnonb3oBaHne akTUBHOFO NOAK/IOYEHUSA
K MccneyeMomy yany ans c6opa
nHpopmauum

Mowuck yassuMocTen

BbifiBNeHMe YA3BUMOCTEH NPOrPaMMHOro
obecneyeHus

LOG ADMIN
PASS ¥k k%

£

Mop6op naponen

TpoBepKa CTOAKOCTY Naposnei ceTeBbiX
CepBuUCOB

Ayput

MpoBepka HaCTPOEK NMPOrpaMMHOro
obecneyeHnn Ha COOTBETCTBUE
Tpe6oBaHWAM 6e30NacHOCTH

uc-echelon.ru
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HCTOUHMEK MHoODMAaLUK 0 BePCUAX: CeTeBoe
CRaHuNoBaHWeE U UHBEHTAPU3ALMUA

CeTeBble CepBuUCHI:
TpebyeTca TONbKO AOCTYN NO
ceTu

N
N
\

Bce nporpaMmHble nakeTbl,

BK/1104asA /IOKa/bHble.

TpebyeTca aAMUHUCTPATUBHbINA AOCTYN
no SSH/WinRM.

g

uc-echelon.ru
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Hcnonb3yeMbl UCTOUHUEM
MHjiopMaluu 00 y93BMMOCTAX

= 5AY ®CTIK Poccuu: https://bdu.fstec.ru/

= NIST NVD: https://nvd.nist.gov/

* Chinese National Vulnerability Database (CNNVD):
https://www.cnvd.org.cn/

= Debian GNU/Linux Security Bug Tracker
https://security-tracker.debian.org/tracker/

= Ubuntu CVE Tracker
https://people.canonical.com/~ubuntu-security/cve/

= RHEL/CentOS Security Data
https://www.redhat.com/security/data/metrics/

" Aa.p.

uc-echelon.ru 24


https://bdu.fstec.ru/
https://nvd.nist.gov/
https://www.cnvd.org.cn/
https://security-tracker.debian.org/tracker/
https://people.canonical.com/~ubuntu-security/cve/
https://www.redhat.com/security/data/metrics/

MeToaonorva ynpasneHua
yassumocTaMmuv U CkaHep-BC 6

ExXegHeBHOe
obHoBNeHMe 6a3bl
YyA3BUMOCTEMN

BbinonHeHuWe 3aga4 no
pacnmMcaHuio,
WMHTerpauua ¢ SIEM

1. MOHUTOPUHT

5. KoHTposb . UccneposaHue cetn,
YA3BMMOCTEN U

yCTpaHeHusa oLieHKa X WHBEHTapmu3auuA,

yA3BMMOCTEN MPMMEHUMOCTH NOMUCK YA3BMMOCTEM

2. OueHka
YS3BMMOCTEMN

4. YcTpaHeHune
YA3BMMOCTEMN

CVSS, KpUTUYHOCTb
aKTUBOB, MHPOPMaLUA O
HaINYNM SKCNNONTOB

3.0npepgeneHune
MeTOA08B 1
npUopuTETOB
yCTpaHeHus
YyA3BMMOCTEMN

PekomeHpgauuun no
YCTPaHEHMUIO
YSA3BMMOCTEM

uc-echelon.ru 25



PekomeHagyemble PCTIK Poccum cpokn ana ycTpaHeHUA
VA3BUMOCTEN:

" KPUTUYECKMI YPOBEHb ONAcHOCTM A0 24 yacoB
" BbICOKMIM YPOBEHb ONACHOCTU — A0 7 AHEN

" cpefiHUI YPOBEHb OMNAacCHOCTU — A0 4 Hepaenb

" HWU3KMI YPOBEHb ONAacHOCTU — A0 4 mecALeB

uc-echelon.ru 26



Muth o npuopUTU3aLuM

MyTb yassumocTu:

YA3BMMOCTb HY/1€BOro AHA MU3BecTHaA ya3BUMOCTb

A

v

~250 K Ony6anKoBaH 1 K

bronnerteHb

HasnaueH WcnpasneHa
naeHtTnduKaTop
e BkntoyeHa
6asy B KEV
® ® ® e

J

34 aHA

Y
| 47 pHeli (exploitdb) / 48 aHeli (github-poc) |
MpumeyaHue: Y
JaHHble 33 2023 rog
MeganaHHble 3Ha4yeHuA

62 aHA

uc-echelon.ru 27



0T uero 3aBMCMT Halle BocnpuaTue

ONacHoOCTH YA3BMMOCTUS

" BHewHMe PpaKTopPbI: " BHYTpeHHMEe paKTopbl:

= OuEeHKa yA3BMMOCTHM MO " JlOCTYNHOCTb aKTMBA U3BHE
CV35 = OcobeHHOCTM UT-

= OueHKa NOTeHLMANbHOM MHOPACTPYKTYPbI
BO3MOXHOCTU = OcobeHHOCTU
akcnyataumm (EPSS) KOHUIypaLum cucTem

" Hanunume onybAnKOBaHHbIX * KDUTUYHOCTb aKTUBOB C
3KCN/I0UTOB TOYKM 3peHna busHeca

uc-echelon.ru 28



CTenexb onacHOCTH
yA3BUMOCTH

= Common Vulnerability Scoring System (CVSS) — aTo
OTKPbITbIA CTAHAAPT, MCNONb3YeMbIN A/1A pacyeTa
KOZIMYEeCTBEHHOM OLUEHKM CTeNEeHMN ONacHOCTH.

" [Ipn pacyeTe y4nUTbIBAOTCA TakKne paKTopbl, KaK Hann4me
3KCMNI0MTa, BO3MOXHOCTb Ya/IEHHOM 3KCNAyaTaLuu,
HEeobXxoAMMOCTb aBTOPM3aLLMMU, BO3SMOXKHbIE NOC/IeACTBUS.

= KanbKynatopbl ans pacyerta CVSS 2/3/3.1:
https:)(/bdu.fstec.ru/calc

uc-echelon.ru 29


https://bdu.fstec.ru/calc

Npumen: Opera DLL search order
hijacking [CVE-2018-18913)

CVSS v3.1 Base Score: 7.8

MeTpuka 3HaueHne KommeHTapuu

Attack Vector Local ATaKylOLWMN A0MKEH MNONAYYUTb NOKANbHbIM A0CTYN K MalnHe Anbo Hanpsamyto, Anbo c
NMOMOLLbIO METOAO0B COLMANbHOMN UHMKEHepPUn, YToObI 3arpy3nTb BpegoHocHyw DLL.

Attack Complexity Low ATaKa s1erko BoCnpou3BoaUnTCA.

Privileges Required None CneumanbHbIX NPUBUNIETNIA aTaKylOLLEMY He TpebyeTca.

User Interaction Required TpebyeTcs B3anmoaencTBme C *epTBOW ANA 3anycKa BpeaoHocHom DLL.

Scope Unchanged  Ysa3BMMbIA KOMNOHEHT.

Confidentiality High Mo3BoNAET aTaKyloLeMY 3aXBaTUTb MOJIHbIN KOHTPO/Ib Had, CUCTEMOM

Integrity High Mo3BONAET aTaKyOLWEMY 3aXBaTUTb MOIHbIN KOHTPO/Ib HaZ, CUCTEMOM

Availability High [Mo3BONAET aTaKyHoLWEMY 3aXBaTUTb MOJIHbIM KOHTPO/Ib Had, CUCTEMOW

uc-echelon.ru
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" Hu3Kasa — nonydyeHme MHPopmaLmmM O CUCTEME

" CpegHAa — nonyyeHmne nHpopmaumm o cUucteme, KOTopas
bynet nonesHa AnA npoBeaeHUa AasibHenWwen ataku, ambo

YA3BMMOCTb, KOTOPYIO OYEHb C/IOXKHO MPO3KCMN/IyaTUPOBaTb.

" BbiCOKas N KpUTHUYeCcKas — Nosiy4eHmne aAMUHUCTPATUBHOTO
focTtyna, 1Mbo 3anyck NPomn3BoOIbHOIO KoAa.

uc-echelon.ru
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B W

Cambie npocThie KpUTenVn And BbiAeNeHna

CaMbIX NPUONUTETHLIX YA3BMMOCTEHN

YpoBeHb ONACHOCTU: KPUTUYECKUN NN BbICOKUI
Hanunuyume sakcnaonta unm PoC.
CWE — «4TO-TO C NaMATbIOY.

Yazsumoe 10 gocTynHO U3BHEe, Ha KPUTUYHOM cepBepe
NN ABNAETCA MacCcoBbiM B MHPpPaCTpyKType. Ocoboe
BHMMaHMe OC n oducHbiM nakeT ot Microsoft.

Hannume yassumocTu B KaTtanore KEV.
OueHka moaenu EPSS, npnbankatowasca K 1.

uc-echelon.ru
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3A0AUYN AKTHBbI 3agaun OTyeTs KapTel ceTh MHCTRYMEHTHI

InasHan / Cnucok 3afay / Movck yassumocTedt / Yassumoe MO / libgt4-opengl /

WuhopMaLua No HalfeHHOH YASBUMOCTI

CVE-2009-3272

WHpopmMauma 06 yA3BUMOCTH

Onucanne

YA3BUMOCTE NOTPEBNEHUA cTeKa B WebKit.dll 5 WebKit B Apple Safari 3.2.3 M, BO3MOXHO, B APYIMX BEPCHAX
no 4.1.2, nossonset yoaneHHblM 3M0YMbILLNEHHWKEM BblI3blBaTb OTKas B DﬁCJ’Iy}KMEaHMM (CGDI;‘
NPHUNOMEHWA) C MOMOLLBKD KOfla JavaScript, KOTOpbIi BeI3bIBaeT eval B OMHHHOMA CTPOKE, COCTOALER U3
nocnefoBaTenbHocTel/

CVE CVE-2009-3272

BAY -

CVSS2 BekTop AVIN/AC:L/AUN/CIN/I:IN/AP
CVSS2 6ann 5

CVSS3 BekTop -

CVSS3 6ann -

HaseaHue libgt4-opengl
CenAzaHHble Hazeanua  libgtd-opengl, gtd-x11
Bepcua 4:4.8.7+dfsg-20astra3

HHdiopmauvd 0 AOCTYNHbIX
IKCMNOUTAX

AIMWHUCTPUPOBAHKE

exploitdb
https://www.exploit-db.com/exploits/9606

MpoekT_01

uc-echelon.ru
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" 3 - CKRanen-BC 6:

AOCTYNHbIA NOCTOAHHBIN

MOHUVUTODUHI NOABINCHUA
VA3BUMOCTEH




" UB/UT-nHTErpaTopbl

" baHKWU

= llIKoAbI

" MeanunHCKMe yypexaeHus
= POUBbI KfUeHToB
= Bl1K

= JlInueH3naThl
OCTIK/MunHobopoHbl Poccuu

uc-echelon.ru 35



Cranep-BCG: pecypchobl

* [pynna B TI": https://t.me/scanervs

» OHNaMH-AOKYyMeHTauumsa: https://docs.etecs.ru/
" YyebHoe Buaeo: https://rutube.ru/channel/36354965/
= opym Texnoanep:Kku: https://forum.etecs.ru/c/skaner-vs-6/6

= lemo-Bepcusa: https://scaner-vs.ru/

uc-echelon.ru 36
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bnuvikaviuee 6yayuee

= [loBbllUEeHUE NnpPpon3BoaANTEIbHOCTHU

" [loBbllWEHME TOYHOCTUN BbIABIEHUSA
VA3BUMOCTEM

= Ayant KoHourypaumm OC, ceTeBoro

obopygoBaHua, C3U
CkaHep-BC 7 ® O

CKaHep-BC Enterprise

uc-echelon.ru 37



0." a8 & & e

- an '
\

. ® anns - ..
) -

.
.
.
.
.
.

-’ ’

A\

Hawua 3aaava: ceoespeMeHH0 06HapY:XMBAThL
MHUMACHTbI MHIhoPMaLMOHHON Ge30NacHOCTIA




AprymenT npoTvs SIEM:

CNO:RHO U A0NOIO




1. Cno*HO pa3BepHYyTb CUCTEMY U
NOAKNOYNTb UCTOYHUKM

2. CnoXXHo nucaTtb npasuna

3. SIEM —3T0 BCerga goporo
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SIEM-cucTembl

)

r
4 IEIV

=4

i ’ b YBesoMneHus
)

Hopmanusauus Op
A ‘
Y@ Koppensums '.-—?}

(Punbtpaupusa Peakuus

Qo

,_
(o}
@

)

A

men

rErEr E'

|—
o
@

l Syslog I



Muth 0 CNOKHOCTH
Na3BeNTbiBaHUA

KOMRAD Enterprise SIEM:
9 MUHYT
Ha YCTaHOBKY

uc-echelon.ru 42



UT0 OTCNEXRMBATLY

u MaHMI'nyIFILI,MM C y4eTHbIMU 3alMNUCAMMU

" BbiNONHEHNE CKPUNTOB U YTUAUT KOMaHAHOM CTPOKMU
" 3aNyCK HOBbIX CEPBUCOB
» lobaBneHME HOBbIX MAaPaMETPOB B aBTO3arpy3Ky

" I3ameHeHne cnocobos ayTeHTUPMKaLmMmM (3arpy3kKa
NOMNONIHUTENbHbIX KtoYen/cepTudmnKkaTos)

= OTKpbITUE AONO/IHUTENbHbIX CeTEeBbIX PecypCcoB
= CeTeBYyO aKTUBHOCTb

"N T.N.

uc-echelon.ru
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llonesHblie MaTepyanbIi No Teme

= PekomeHgauun HKLKN no nepeBooyepeaHbiM mepam,
HanpaB/IEHHbIM Ha OOHapyKeHne, NnpeaynpexKaeHme u
JIMKBNAALMIO NOCNeACTBUI KOMMbOTEPHbIX aTak (https://safe-
surf.ru/upload/ALRT/ALRT-20220316.1.pdf)
Best practices for

" MaTepuanbl HaWero Kypca no MOHUTOPUHTY cobbiTuin UB: et 156om s G
https://rutube.ru/plst/393079/ nnu theeat detestion
https://youtube.com/playlist?list=PLAs36PQnfDQ1Bflj3cq)9tbA
vsQWc8TDU&feature=shared

" Best practices for event logging and threat detection
(https://www.ic3.gov/Media/News/2024/240822.pdf) Q‘&& 2!

* Windows Event Logging and Forwarding '
(https://github.com/AustralianCyberSecurityCentre/windows e Windows
vent logging) Security

Monitoring

= 11 Strategies of a World-Class Security Operations Center IScenarios and Patterns

https://www.mitre.org/sites/default/files/2022-04/11- Wity

strategies-of-a-world-class-cybersecurity-operations-center.pdf

uc-echelon.ru ViVl


https://safe-surf.ru/upload/ALRT/ALRT-20220316.1.pdf
https://rutube.ru/plst/393079/
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https://www.ic3.gov/Media/News/2024/240822.pdf
https://github.com/AustralianCyberSecurityCentre/windows_event_logging
https://www.mitre.org/sites/default/files/2022-04/11-strategies-of-a-world-class-cybersecurity-operations-center.pdf

HCTOUHUEMN COOBITUN

C3U
Cepsepbl

KpuTnyHble paboumne ctaHuumn (Hanpmumep,
aJAMWNHUNCTPATOPOB)

[NepumeTtp: M3, COB, mapLupyTnsaTtopsbl

. Pecypcbl, 4OCTYNHbIE N3 MHTEPHET: NOYTOBbLIN CEPBEP,
VPN

uc-echelon.ru
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Muth 0 CNOXKHOCTH
NOAKNIOYECHUA NCTOUHURA

Syslog, xFlow

SQL, SNMP, HTTP, ¢avnoBbiv (SSH)

Windows (WMI),
Linux (Auditd, eBPF, ¢painosbiit)

KOMRAD Enterprise SIEM:
cOop nanHbIX ¢ Nloboro
MCTOUHMKA

uc-echelon.ru 46



Cbipoe cobbiTne:

Jun 26 2021 09:02:35 fw.network.lan CEF:0
npo-echelon.ru|echelon|
1.1.1111|021|block connection|5|
src=8.8.8.10 spt=56117 dst=8.8.8.1 dpt=76
act=block

Pa3zobpaHHOe cobbiTue:

MHpopmaums o cobbiTum

C034aTe MHUMAEHT

CobuiTue KoHTeKeT cobbITR

MNona konnekTopa

no
CEF.DeviceProduct

Bepcua
CEF.DeviceVersion

CurHatypa
CEF.DeviceEventClassiD

VM8 cobbITA
CEF.EventName

BaxHoCTb
CEF.Severity

MNpowssoguTens
CEF.DeviceVendor

Elastic Common Schema

IP HasHa4eHwnA
ECS.Destination.IP

ﬂOpT HasHayeHua

ECS.Destination.Port

[JeiicTBUe

1624712561-00000013-00000004

echelon

1.1.1111

021

block connection

5

npo-echelon.ru

8.8.8.1

76

block

uc-echelon.ru
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Noaaep:xvBaeMbie CTaHAANTDbI
M TeXHonoruv pastopa cobbITUK

bl -§ Kompag X

<« c o © | @ https://localhost/app/collectors-settings/collect

" [logaepKa CTaHOaPTOB:
= RFC 5424
= RFC 3164
= ArcSight CEF

" [loaaep*Ka BO3SMOXKHOCTU
Pa3paboTKM NJIarMHOB C MOMOLLLbIO
pPeryiapHbIX BblparKeHumn e .
(peannsosaH ctaHaapT RE2)

" [logaepXKa CTaHAapTa

ﬂﬂﬂﬂﬂﬂ

CTPYKTYpUpoBaHua cobbitTma: Elastic e
Common Schema

uc-echelon.ru 48
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lkaspersky o ubuntu
o KO «”
Y'Dr.WEB o\)’) GGBOeaCHOCTVI infotecs éll's. C':|Cl>.

78, INFOWATCH® ..i:!"UserGate @ideco DHELTEX

N Secret Cloud

C\') Enterprise 1,H ﬁgg.?.;l(? MIKroTIK
staffcop’ T )

SEARCHINFeRM £r Check Seterra . Jawe
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Muth 0 CROXHOCTY NPABUN

" ECTb NaKeTbl 3KCNepTU3bl OTKPbITbIE N B
PAaMKaX PacllMPEHHOWN TEXHNYECKOM

NoAAEePHKKN:
https://docs.etecs.ru/komrad/docs/ec/ch

angelog/

" 1nA NHTEPECYIOLMNXCA - OTKPbITbIE
TEXHONOTMWN ANA NErKOro co34aHusa CBOUX
npasua: rpadnUvecKku peaakTop u
BO3MOHOCTb CO34aHNA PUNLTPOB Ha
A3blKe Lua.

NcTopusa Bepcuii NnakeToB 3KCNepTU3

uc-echelon.ru
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https://docs.etecs.ru/komrad/docs/ec/changelog/

BaikHO He nonaaaTh B
3dBUCMMOCTD OT BEHAON4A

=" Hanun4due OTKPbITbIX U becnnaTHbIX
MNAaREeTOB 3KCMNEePTU3

" PacnpoCTpaHEHHOCTb TEXHOIOTUMN,
ncnonbsyemoix B SIEM, Hanpumep,
A3blKa ANA CO34aHMA NPaBUN
HOpManun3saunmn, PuasTpaunn u
Koppenauun.

= JKCnepTu3a A0NXKHA OCTaBaTbCA B
KOMMaHWM B HE3AaBUCUMOCTU OT CMEHbI
nepcoHasna uam TeXHOIOTUN.

uc-echelon.ru 51



dUnbTRaLMA

= Bce cobbiTna ot CKY/a,
NOCTYNMBLUMNE 33 CYTKU:

COBbITHNA

BuaxeTsbl

AKTUBbI CobbITusa

KoHcTpyKkTOp dnnbTpa Koa
7
Mone Onepauna 3HaueHue
ECS.Host.Hostname PaBHO skud.network.lan 16/50

MHUMAEHTBI v AAMUHUCTPUPOBaHNE

ID NncToOUHMKA

syslog 5

syslog 5

syslog 5

syslog 5

/1

TN NCTOYHWMKA

syslog

syslog

syslog

syslog

CobbiTng, nocTynatoime ot C 26.06.2021, 00:00 — 26.06.

Cbipoid TekcT

Jun 26 2021 11:20:56 skud.network.lan CEF:0]| ...

Jun 26 2021 11:20:56 skud.network.lan CEF:0]...

Jun 26 2021 11:00:22 skud.network.lan CEF:0]| ...

Jun 26 2021 11:00:22 skud.network.lan CEF:0]|...

2021, 23:59 Haitu

Bpema zanuncu

26.06.2021, 18:21:02
26.06.2021, 18:21:02
26.06.2021, 18:00:28

26.06.2021, 18:00:28

uc-echelon.ru
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" PuKcayma nocnenoBaTeIbHOCTU —
COObITUM _

"OnpegeneHne BPpeMeHHbIX MHTEPBANOB e
"[lpoBepKa OTCYTCTBUA COObLITUSA

=" ConocTtaB/ieHne AaHHbIX U3 Pa3HbIX
COObITUN HE

uc-echelon.ru 53



HoBbI1 MHUMAEHT

AdunpekTneBa «Admin access incident» (10000) BaxHocTb
HecyllecTBeHHasn

CKpbITb

B nonb3oBaTenbckom uHTepdeice

roCcConkKkA

O6HapyxeHue .

llpeaynpexaexue.

HKLKW

Nvuksugaums «

Telegram

B mecceHpxepe
(KOMRAD 4.5)

uc-echelon.ru
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410 ele BaKHO
M HE CIOKHO?

QUETY LU: YIUU44LL= 112374104~ ULYL~1UCEOY I ALI LU

. I_O ﬂ q e e Xon O H O e X a H e H M e —database——— —table——  —  —compressed——uncompressed——compr_rate—T———rows——part_count
komrad_events | events | 12.30 GiB | 2.91 TiB | 242.06 | 3921904126 | 13
systen query_tog 3.48°G1B 36.63 G616 10,59 345336353 14
system trace_log 3.41 GiB 44.91 GiB 13.16 150083710 11
system query_thread_log 2.89 GiB 21.68 GiB 7.51 17289549 14
system part_log 1.67 GiB 6.97 GiB 4.18 34898817 13
. CH(aTM e a H H bIX system asynchronous_metric_log 556.19 MiB 5.14 GiB 9.46 229754127 9
system c_log 150.30@ MiB 1.96 GiB 13.38 809262 11

komrad_events logsvl 95.86 MiB 5.51 GiB 58.89 17312151 8

. y 6 - 8 rows in set. Elapsed: 0.005 sec.
plo I I bl M I I O M C K komrad-autotest-k8s.etecs.ru SELECT COUNT(*) FROM komrad_events.e

Display all 170 possibilities? (y or n)
komrad-autotest-k8s.etecs.ru SELECT COUNT(*) FROM komrad_events.events;

" AHA/INTUKA ron -

Query id: 21aaf950-2a57-4c35-b858-b2ed750bd884

count()
9219

Raw = “eatmin> success" OR ECS Event Module = “Fngerprint Rocnessme cynn 3

Coliectorid wiime Raw ColletorType

04092024, 121830 user fingerprint-utiape ncemai

10.012.72
IO 427 RO o s w
boxes (10.0.12.86)
66 [
10.0.12.58
I
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Mudh o noporoeu3ne :xenesa and SIEM

O3Y:1GB

J1ICUCTBUTENbHO CPU: 1 agpo
MUHUMaNbHbIE
TpeboBaHug
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KOMI’IJ’IEKC

OI‘IepaTMBHOFO
MOHMTOpMHFa,
PeaI'MpOBaHI/lFI "

AHafIl/I3a

,ﬂ,aHHblx

KOMRAD Enterprise SIEM: pecyncbl

» lokymeHTaums: https://docs.etecs.ru

= Obyyarouliee BUAEO:
https://www.youtube.com/@ETtrainingcybe
rsec/videos

" [pynna nonb3osBaTtenen s Tl
https://t.me/komrad4

" 3anpocuTb aemo: sales@npo-echelon.ru

uc-echelon.ru 58


https://docs.etecs.ru/
https://www.youtube.com/@ETtrainingcybersec/videos
https://t.me/komrad4
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= [loBbllWleHUE npon3soanNTe/IbHOCTH.

= PacwunpeH cnucok noggepxunsaembix OC: Astra Linux 1.8,
PELl OC 8 n Anbt 8 CI1.

" [lepepaboTaH Nonck no cobbiTtnam, nobasneH.bl KOMRAD
«BbIPAXKEHUA NOUCKa». Enterprise
* HoBble naaruHbl: eBPF, http-scraping, sigma, Zeek JSON, SIEM
AreHT Auditd n psa BcnomoratenbHbIX NJ1arMHOB. 4 5
[

= lobaBneH 3BPUCTUYECKUM aHANIN3 COObITUN ANS
dbopMUpPOBaAHUA MPABUA NAPCUHTA ANA MHOTUX NNATNHOB.
[MepeHoC pUNbTPALUN Ha KONNEKTOPDI.

" [1poaBUNHYTbIE BUAXKETbI: PeaKTUPYEMbIE BCTPOEHHbIE +
Grafana.

N mHOroe agpyroe...

uc-echelon.ru 59



" UB/UT-nHTErpaTopbl

= Kommepuyeckne n segomcrteeHHble SOC
= KW

=" baHKU

" MegnunHCKmne yuypexaeHus KNUeHTOB
= POUBbI

=" OpraHusaunu Bl1K

= JlnueH3unatol PCTIK

" InuenHsunatbl MnHobopoHbl Poccmnm

uc-echelon.ru 60



KOMRAD Enterprise SIEM:
3MEKTUBHO U AOCTYNHO



https://t.me/EchelonEyes

12:21 ot 7 T
< Echelon Eyes @

3 552 subscribers

Pinned Message =%
| & Bbl cnibiwanu koraa-HUGyab NecHo npo... —

Echelon Eyes

MapTHepcTBO rocypapcTea, 6usHeca u
rpaxaaHcKoro obuiecTea npu
obecrneyeHnn MeXxxayHapoaHoM
nHdpopmMaLMoHHOM 6e3onacHoOCTH

16-18 ceHTs6ps B MockBe B
Ounnomatnyeckon Akagemun ML,
Poccum npoinaet 18-biit MexayHapoaHblit
dopyM «[lapTHepCTBO rocyaapcTsa,
6u3Heca 1 rpaxaaHckoro obuiectsa npu
obecneyeHnn MexayHapoaHoM
MHPOPMaLMOHHOM 6e30nacHOCTU».
dopyM npoBoanTCcs HaumoHanbHom
Accoumaumein MexayHapoaHOM
MHPOPMaLMOHHOW 6e30MacHOCTH U
nocesLeH obcyxaeHuo
MeX[yHapoaHbIX NpobnemM

2 ARCIRY)

uc-echelon.ru
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